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Where Grid-Tools has an edge 
over pure data masking solutions 
is in its discovery and profiling 
capabilities  
Philip Howard
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Executive summary

All over the world regulators require organi-
sations to comply with data protection and 
privacy laws. The terms of the relevant leg-
islation may vary but the intent is the same: 
to protect information about individuals from 
those unauthorised to see that information. 
However, it is not just the fear of fines for non-
compliance that is an issue for organisations 
but also the reputational damage and loss of 
customer trust that can occur when data is not 
adequately protected and when knowledge of 
that fact comes into the public domain (which 
it increasingly does). In addition, organisations 
may want to protect sensitive information for 
intellectual property reasons that go beyond 
the scope of relevant legislation.

In some situations encrypting the data can 
provide the necessary protection, but in opera-
tional, testing and development environments 
this is not a practical solution. Authorised us-
ers need to be able to see the data and the 
applications that process that data are not 
designed to run against encrypted data. It is 
therefore necessary to be able to hide what is 
known as technically as ‘personally identifia-
ble information’ (PII) in some way, whilst main-
taining the referential integrity of the original 
environment. There are various ways in which 
this can be done and the general term for this 
process is data masking, which is otherwise 
known as de-identification or obfuscation.

Tools for data masking are widely available. 
However, this does not mean that they are 
widely deployed. In a recent (2011) survey con-
ducted by Bloor Research into data migra-
tion, one of the questions we asked was with 
respect to how users were coping with privacy 
issues that arose during data migration proc-
esses. Over 70% of respondents used manual 
methods for masking and just under 10% ig-
nored the problem completely. That is, they 
broke the law. Less than 20% used a tool for 
data masking. 

This paper argues that using manual methods 
for data masking will typically be inadequate, 
is time consuming and costly. While we will 
discuss data masking specifically with respect 
to the offering made by Grid-Tools, the argu-
ments in favour of tools for this purpose go be-
yond that of any particular product, though our 
discussion of what is available from Grid-Tools 
will describe the sort of facilities that should 
be looked for in a data masking product.

Fast facts

Grid-Tools is a specialist provider of test data 
management software of which data masking 
forms a part. It has two different data mask-
ing products: Fast Data Masking and Simple 
Data Masking. The former is faster, provides 
extended capabilities and is available for the 
most popular data sources. The company is 
happy in principle to develop Fast capabilities 
for other sources, upon request.

Key findings

In the opinion of Bloor Research, the following 
represent the key facts of which prospective 
users should be aware:

•	Grid-Tools offers a complete range of static 
masking options.

•	In addition to masking, and as an alterna-
tive to it, Grid-Tools also offers synthetic test 
data creation as a part of its Test Data Man-
agement Suite. This is not discussed in de-
tail in this paper, but details can be found in 
a previous paper on test data management 
published by Bloor Research.  

•	The ability to extend from masking to a full 
Test Data Management solution is a major 
advantage for Grid-Tools when compared to 
suppliers that only offer the former and not 
the latter. 

•	The company offers discovery and profiling 
capabilities that go beyond those of conven-
tional data profiling tools with respect to data 
masking, though they may be more limited in 
support of data quality processes.

•	Grid-Tools does not offer dynamic data mask-
ing as the term is usually understood. That 
is, a technique by which SQL is intercepted 
and data dynamically masked. In our view, 
this approach raises security issues that 
have not yet been addressed by data mask-
ing vendors. Grid-Tools does, however, of-
fer dynamic capabilities through the use of 
masked views and shadow tables within its 
Fast Data Masking product. 
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•	Unlike some other vendors (and analysts) Grid-Tools believes that 
performance is an important consideration for data masking. In par-
ticular, this solution supports agile development and extends agility to 
the data itself within a test data management environment.  

The bottom line

There are lots of data masking vendors and support for different ap-
proaches to data masking is unlikely to prove a differentiator. Where 
Grid-Tools has an edge over pure data masking solutions is in its discov-
ery and profiling capabilities that can significantly reduce the amount of 
time that needs to be spent on this part of the exercise. The company’s 
emphasis on performance is also important.

Conversely, there are only a handful of companies that offer full test data 
management capabilities. If you are absolutely sure that you will never 
ever want to go beyond pure data masking then by all means ignore the 
fact that Grid-Tools’ data masking offerings are part of a broader suite of 
products. However, if you cannot give that guarantee then this fact rep-
resents a significant advantage for Grid-Tools. 
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The product

Grid-Tools offers two data masking products: 
Fast Data Masking and Simple Data Masking 
where the main difference (there are oth-
ers, which we will discuss) is that the former 
includes native drivers (for DB2 z/OS, IMS, 
VSAM/ISAM, Oracle, SQL Server and Teradata) 
while the latter is generic. Also, Fast Data 
Masking makes use of native database utili-
ties where possible. As a result the former is 
around 80 times faster, typically masking over 
100 million rows per hour. The Simple Data 
Masking solution applies not only to databas-
es other than the ones listed but also to Excel, 
XML, CSV, TXT, EDI, SWIFT and fixed definition 
files as well as HIPAA 40-10, 50-10 and X12 
formats. Simple Data Masking is also available 
for all formats that are supported by Fast Data 
Masking, except IMS.

Data Masking is actually part of Grid-Tools’ 
broader Datamaker Test Data Management 
suite of products, as illustrated in Figure 1. 
The products run on Windows, Linux, UNIX, 
IBM i-Series and IBM System z. The current 
version number of the products is 2.6. 

Pre-masking

Before you mask data you need to know or 
discover the sensitive data you need to mask. 
In theory you can do this manually. However, 
this is not only time consuming and expensive 
in terms of manpower but also very tedious.  
The end result is highly error-prone and liable 
to lead to fields that should be protected be-
ing missed. An additional consideration is that 
during the masking of the data it is necessary 
to retain the integrity of the data because oth-
erwise participating applications will not run. 
For example, if the same data appears in mul-
tiple tables within a database then it should 
be masked in the same way in each case. This 
is especially true where primary/foreign keys 
need to be masked and, in general, relation-
ships that exist across data elements may 
need to be retained through the masking proc-
ess and you need to discover what these re-
lationships are. For example, a patient has a 
disease, which has a treatment, which has a 
consulting physician who practices in a par-
ticular hospital and uses a designated operat-
ing theatre. If you scramble the data so that a 
patient with flu ends up having open heart sur-
gery then your software may break down sim-
ply because your masking routines have not 
ensured that important relationships remain 
intact. So, discovery of these relationships 

Figure 1: The Datamaker suite

may be essential. Further, some applications 
may access multiple data sources and the data 
needs to masked consistently across those 
sources. All of this means that manual discov-
ery of what needs to be masked is virtually im-
possible. Of course, there will always be some 
manual effort involved but you would like to 
automate as much of the process as possible.

An alternative approach is to profile the data 
using a stand-alone data profiling tool. Using 
such an approach you can automate the dis-
covery of fields with a particular format such as 
xxxx-xxxx-xxxx-xxxx for credit card numbers 
and you can also discover relationships that 
exist between different data elements. How-
ever, such tools have primarily been designed 
to support data quality initiatives and therefore 
have a lot of extraneous capabilities that are 
not required for data masking purposes.

Grid-Tools provides its own discovery (profiling) 
capabilities. It ships with some 20 pre-built al-
gorithms to discover social security numbers, 
mixed cases fields, data of birth fields, credit 
card numbers and so on, as well as allowing 
you to define your own such rules. Further, the 
product provides what might be termed “dis-
covery by example”. Here you can put in an ex-
ample of actual sensitive data and then have 
the software check for other such examples. 
You can also re-check as development (if this is 
the scenario) progresses. A notable feature of 
Grid-Tools’ discovery capabilities is the ability 
to pre-audit what is sensitive, using parame-
ters, filters and the like so that you can narrow 
down the fields that you need to look at in order 
to discover what is and is not sensitive.
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Masking

There are multiple ways in which masking 
can be achieved. This will depend, at least in 
part, on why you are doing the masking. For 
example, you could simply hide a credit card 
number by replacing each digit with an x (xxxx-
xxxx-xxxx-xxxx), which will be fine if you are 
only concerned with data protection. However, 
if you want to test a payment application then 
you will need to work with real (pseudo-) num-
bers in order to test your applications. Simi-
larly, you can redact data, which is where the 
data is completely obscured, a typical example 
being where data is censored. This technique 
applies usually to text and it is not suitable 
for testing purposes since the data cannot be 
read. Randomisation is another technique, 
whereby you simply replace a postal code (say) 
with random letters and numbers (as appro-
priate). However, this technique will not work if 
your application requires a valid zip code. 

While Grid-Tools supports the preceding meth-
ods, for test data management you will need to 
mask in such a way that the data remains valid. 
Perhaps the most common technique used is 
shuffling. As an example of how this works sup-
pose that you have Adam Jones, Richard Hills 
and John Smith in your database then shuffling 
might result in masked records for Adam Hills, 
Richard Smith and John Jones: in other words 
you shuffle all the first names and all the last 
names as two separate processes. Its advan-
tages are that you ensure realistic data and the 
chances of reconstitution are very small pro-
vided the initial dataset is large enough (say, 
5,000+ records). For smaller datasets you will 
need to use some other form of masking.

It should be borne in mind that masking is 
never perfect. In healthcare environments, to 
continue the example quoted in the previous 
section, a determined hacker may still be able 
to identify individuals, precisely because of the 
need to retain relationships. In addition, and as 
another example, your largest customer will 
still be your largest customer even if he, she 
or it is not immediately identifiable by name.

An alternative to masking that is offered by 
Grid-Tools (and, as far as we know, by nobody 
else) is to generate synthetic data. From an 
a priori perspective this is preferable to us-
ing masking because the dataset can be rela-
tively small, assuming that it is representative, 
thereby keeping costs down and because there 
is no requirement for masking. Moreover, 

there is no requirement to access production 
data, which means no impact on operational 
performance. However, in order to create rep-
resentative synthetic data you do need to have 
a good understanding of the data relationships 
that are not only embedded with the database 
schema (or file system) but also those relation-
ships that are implicit within the data but which 
are not formally detailed within the schema. 
You can use Grid-Tools’ discovery capabilities 
for this purpose. You can also include errors 
within your synthetic data creation as you will 
wish to test the software in this respect. A fur-
ther point is that the world does not stand still: 
trading patterns change over time and you may 
want to discover such trends that already ex-
ist within your data and project those forward 
to test against patterns of data that may be 
applicable in two or three years’ time. This is 
clearly something that you cannot do by using 
only existing data but Grid-Tools supports this 
capability along with synthetic data creation in 
its Datamaker product, which is a superset of 
its data masking products. This is discussed in 
the Bloor Research paper on Grid-Tools Test 
Data Management.

Both Grid-Tools’ data masking products come 
with multiple seed tables, with international-
ised versions of these tables where appropri-
ate (such as names). In both cases you can 
also add your own seed tables and there is 
multi-column capability so that, for example, 
state and zip code will match. Both products 
also include cross-reference management so 
that you can, say, retain the same transforma-
tions across runs or databases. Similarly, both 
products provide auditing, allow you to define 
your own functions and support flat file mask-
ing, though in the case of Simple Data Masking 
this only supports delimited files whereas Fast 
Data Masking supports all file types. Again, 
both products can update data directly with-
in the database but Fast Data Masking also 
offers the option of extracting data into a stag-
ing area, passing it through a masked view 
and then building shadow tables. Finally, both 
products support updating of primary keys, 
though in the case of Simple Data Masking 
these will need to be disabled whereas they 
can be rebuilt automatically using Fast Data 
Masking. Other features built into Fast Data 
Masking that are not in the Simple product in-
clude data discovery (as discussed previously), 
version control and difference management, 
common column discovery to ensure that the 
same mask is applied to matched columns, 
and the ability to incorporate sub-setting 
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within the masking process. Note that the use 
of Simple Data Masking does not preclude any 
of these functions, simply that you would have 
to do them manually or through the use of an 
additional (possibly third party) tool.

It should be clear from this that Fast Data 
Masking is significantly richer than Simple 
Data Masking. One would therefore wish that 
the former was available for use with a much 
broader range of sources than is currently the 
case. Grid-Tools is very pragmatic about this: 
if there is appropriate demand for Fast Data 
Masking for a particular data source then they 
will build the relevant connector.

File-based masking is often required in con-
junction with database masking. For example, 
you might have scrambled the social security 
numbers in the target database. However, your 
input file could now contain non-matching so-
cial security numbers and the load will fail. 
Using the cross reference table, or the hash 
routines employed by Grid-Tools as a part of 
the masking process, you can ensure that this 
mismatch doesn’t happen. 

In practice, in terms of the actual steps used 
in file-based masking you register the file defi-
nitions, identify (profile) the internal structure 
of the file and its relationships, import a sam-
ple file to make sure that the file definition and 
sample file match, define any sensitivity and 
data manipulation functions, and then run the 
scramble utility. As an example of the interface 
used for this process, Figure 2 illustrates how 
this works along with the general look and feel 
of the Datamaker product.

Finally, it is worth noting that there is an emerg-
ing distinction between static data masking, 
which is used in test and development en-
vironments and which we have largely been 
describing, and dynamic data masking. The 
latter is used in conjunction with operational 
data in real-time. As understood by most of 
the market this involves dynamically intercept-
ing SQL requests to the database and masking 

any sensitive data. This is complementary to, 
or a replacement of, the sort of role-based ac-
cess controls that are in use in many environ-
ments to prevent, for example, HR employees 
seeing the salary levels of executives. In prin-
ciple this approach seems like a good idea. 
However, it has potential security implications 
if you allow SQL to be intercepted in this way 
and you would need to have additional controls 
around the process such as might be provided 
by database activity monitoring. Unfortunately, 
at least at the time of writing, such capabili-
ties are not available from any vendor. Having 
said all of this, the view-based capabilities and 
shadow tables provided by Grid-Tools in its Fast 
product can be deployed in a dynamic fashion. 

Audit

Finally, it is important for data governance and 
compliance reasons that you can prove that 
you have appropriate processes in place to 
ensure the integrity of personally identifiable 
information. Grid-Tools provides workflow ca-
pabilities that allow you to define relevant pro-
cedures with, for example, checked, validated 
and approved stages to the identification of 
which data is to be masked. This lets relevant 
people look at the data profiling information 
and confirm that the data has correctly been 
identified as PII data or not as PII data.  This 
provides a very rigorous audit trail of the due 
diligence taken by you in order to identify which 
data needs to be masked.

Figure 2: Marking sensitive columns
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Grid-Tools was founded in 2004 though, in a sense, its foundations go 
further back than that, since its founders had previously built up and 
then sold BitByBit to OuterBay (since acquired by HP), so the company 
has a depth of experience in this area. This also explains why the com-
pany is privately owned and self-financing.

The company’s headquarters are in the UK and it also has offices in the 
United States and India. It has an extensive partner programme with 
trained and certified staff covering Australia, Austria, Belgium, Canada, 
France, Germany, Ireland, Israel, Italy, Latin America, New Zealand, 
Portugal, Scandinavia, Singapore, South Africa, South Korea, Spain, 
Switzerland and the Netherlands as well as the countries in which it 
maintains offices (where it also has partners). Partners tend to be con-
sulting houses and systems integrators, both local and international. 
The latter category includes Cap Gemini, Cognizant, EDS, Infosys, Birla-
soft, SQS and CSC, amongst others.

On the technical side Grid-Tools has partnerships with MySQL (Oracle), 
Oracle (which is also a customer), Compuware, Bridgehead Software, 
InterSystems, Silwood Technology, SAND Technology and various spe-
cialist testing vendors. The company also OEMs technology from Spotfire 
(TIBCO), Bender and Pervasive.

Web site: www.Grid-Tools.com

http://www.grid-tools.com
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Summary

Grid-Tools is in an interesting position. It is the only pure play test data 
management vendor in the market and it is the only supplier in that 
space to offer synthetic data creation. This fact alone, in our opinion, 
means that it is a leader in the market for test data management. How-
ever, data masking is a subset of this space and there are a plethora of 
companies addressing this requirement without having adequate facilities 
for test data management more generally. No doubt many of the solu-
tions will be relatively inexpensive, not to say cheap; Grid-Tools will be 
best positioned with organisations that require data masking now but 
can see the potential to expand into a full test data management solu-
tion in the future. 

Further Information

Further information about this subject is available from 
http://www.BloorResearch.com/update/2095

http://www.BloorResearch.com/update/2095


Bloor Research overview

Bloor Research is one of Europe’s leading IT 
research, analysis and consultancy organisa-
tions. We explain how to bring greater Agil-
ity to corporate IT systems through the effec-
tive governance, management and leverage 
of Information. We have built a reputation for 
‘telling the right story’ with independent, in-
telligent, well-articulated communications 
content and publications on all aspects of the 
ICT industry. We believe the objective of telling 
the right story is to:

•	 Describe the technology in context to its 
business value and the other systems and 
processes it interacts with.

•	 Understand how new and innovative tech-
nologies fit in with existing ICT invest-
ments.

•	 Look at the whole market and explain all 
the solutions available and how they can be 
more effectively evaluated.

•	 Filter “noise” and make it easier to find the 
additional information or news that sup-
ports both investment and implementation.

•	 Ensure all our content is available through 
the most appropriate channel.

Founded in 1989, we have spent over two dec-
ades distributing research and analysis to IT 
user and vendor organisations throughout 
the world via online subscriptions, tailored 
research services, events and consultancy 
projects. We are committed to turning our 
knowledge into business value for you.
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